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PURPOSE

The purpose of this policy is to establish requirements for the retention and disposition of public records for the Division of Public Health (DPH) and its programs.  It is not intended to serve as authorization to destroy or otherwise dispose of unscheduled records nor is it intended to cover every possible situation in which decisions about the retention or destruction of records must occur.  This policy is intended to complement the use of approved records retention and disposition schedules, not replace or supersede them.  

Definitions:

Record - A record is information produced or received in the initiation, conduct or completion of an institutional or individual activity and that comprises content, context and structure sufficient to provide evidence of activity.  Records may exist in paper, electronic or other media in varying formats.  A record can be either a tangible object or digital information that has value to an organization.
Public Record - A public record shall mean all documents, papers, letters, maps, books, photographs, films, sound recordings, magnetic or other tapes, electronic data-processing records, artifacts, or other documentary material, regardless of physical form or characteristics, made or received pursuant to law or ordinance in connection with the transaction of public business by any agency of North Carolina or its subdivisions. 

Electronic Record – The identification of electronic records in an approved records retention and disposition schedule is required.  This includes electronic databases, electronic mail, and all other records created and maintained in electronic format by all state and local offices in NC.  

Retention Schedule - A retention schedule is a simple control document that inventories the records produced in the office, along with their retention period and disposition method.  The following lists the types of schedules:

· The “General Schedule for State Agency Records” addresses records commonly found in agencies throughout State government, provides uniform descriptions and disposition instructions, and indicates minimum retention periods.  The State Records Center (SRC) will not accept records listed on the “General Schedule” without a specifically granted exception.  

· The “Program Records Retention and Disposition Schedule” lists records maintained in an office which are unique to the specific program.  (General Schedule records may be included if retention and disposition instructions vary from General Statutes).
· The “DHHS Records and Disposition Schedule for Grants” pertains to all records supporting expenditure of specific federal funding sources.  
· The “Local Health Department Schedule” pertains to records found in local health department offices, and indicates when (and if) those records may be destroyed.  
Policy

All State and local government agencies, non-governmental entities and their sub recipients, including applicable vendors, that administer programs funded by Federal sources passed through the North Carolina Department of Health and Human Services (DHHS) and its divisions and offices are expected to maintain compliance with both the DHHS Records Retention and Disposition Schedule for Grants and any agency-specific programmatic records retention requirements.
Authority for these disposition instructions is contained in Chapters 121 and 132 of the General Statutes of North Carolina. Compliance with the disposition instructions listed in the retention schedules helps ensure conformity with the public records laws, and allows the proper destruction of records whose value has ended (as well as the retention of records with continuing value).  Procedures to be followed in properly disposing of records are explained in the NC Administrative Code, Title 7, Chapter 4, Subchapter M, Section .0510 (May 16, 1989).

A DPH program may destroy records only based on their approved Program Records Schedule & Disposition, General Schedule for State Agency Records, and DHHS Office of the Controller semi-annual schedule and/or the Standard Disposition Instructions for North Carolina Accounting System (NCAS) Reports.  
The consistent and routine implementation of the disposition instructions listed in these schedules provides the proper and legal foundation for the disposition of public records. 
Destruction of a Public Record - Records of each state-funded office are public records and destruction regulation applies.  Chapter 132-3 of the General Statutes of North Carolina provides, "No public official may destroy, sell, loan, or otherwise dispose of any public record, except in accordance with G.S. §121-5, without the consent of the NC Department of Cultural Resources."  A division/office may destroy records only based on their approved records schedule; (lists only those records that are unique to their agency, whether the records are to be destroyed by the division/office or transferred to the NC State Records Center).  The NC General Schedule for State Agency Records and/or the Standard Disposition Instructions for North Carolina Accounting System (NCAS) Reports (which provides disposition instructions for all printed reports generated by NCAS).  The retention period specified in the schedule is mandatory; approval from the NC Department of Cultural Resources is required for destruction of public records set forth in the schedule.  For sufficient reasons, especially ongoing or pending legal or other official action, records may be maintained for a longer period; at the conclusion of such official or legal action, the records should then be destroyed. 
Division of Public Health Programs (DPH)
All programs in the DPH are required to have a records retention and disposition schedule.  Each program manager shall routinely evaluate its records retention schedule and update accordingly to ensure compliance with federal, state and departmental requirements.  

1. Special Supplemental Nutrition Program for Women, Infants & Children (WIC)
2. Child Nutrition Programs (CACFP and SFSP)

3. Children’s Health Services

4. Chronic Disease

5. Early Intervention

6. General Communicable Disease Control

7. Health Promotion

8. Healthy Carolinians/Health Education (HC/HE)

9. HIV/STD Prevention and Care

10. Occupational and Environmental Epidemiology

11. Office of the Chief Medical Examiner

12. Oral Health
13. Public Health Preparedness and Response

14. Quality Improvement in Public Health

15. State Center for Health Statistics

16. State Laboratory

17. Immunization Program
18. Vital Records

19. Women’s Health

ROLES AND RESPONSIBILITIES

Program Manager
It is the responsibility of each DPH program to have an approved records retention and disposition schedule.  Each program manager is responsible for ensuring effective records retention management in order to meet legal record keeping requirements and not arbitrarily destroy public records. The program manager may assign the records retention function to an individual(s) within the program who shall work in conjunction with the DPH Records Officer to establish and maintain retention schedules.
Program Staff
It is the responsibility of each DPH employee to be familiar with records management requirements and comply with the records management policies and procedures. 
Division of Public Health Records Officer
The DPH Records Officer supports DPH staff in all aspects of records management, provides training and consultation for the staff.  The Records Officer also serves as the liaison to the Department of Cultural Resources in administering the DPH records management program.
Responsibilities of the Records Officer include:

· Ensure an active and continuing records management program for the division.
· Coordinate with the Department of Cultural Resources in preparing an inclusive inventory of and schedule for records in agency custody, establish a period for the retention and disposal of each series of records.

· Assist in the preservation, filing and accessibility of records in agency custody.

· Assist in the timely transfer of semi-current records to the State Records Center.

· In cooperation with the Department of Cultural Resources, establish and maintain a program for the selection and preservation of agency records considered essential to the operation of government and to the protection of the rights and interests of citizens.

Division of Public Health Information Technology (DPH IT)
Information technology (or electronic data processing) encompasses all activities undertaken to design, develop and operate electronic information systems.  Information Technology is responsible for the following records; which include administrative and those records used to process data, monitor and control operations. 
- General Administration

- Systems and Application Development

- Computer Operations and Technical Support

- Data Administration

- User/Office Automation Support

- Network/Data Communication Services

- Computer and Information Security

This does not include records created to support specific operations in program units outside the IT organization.  An example of such systems would be the Health Information System (HIS).  Programs must schedule records retained to meet program-specific requirements outside IT separately, with the responsibility and authority to determine their retention requirements and final disposition.
Department of Health and Human Services – Office of Controller (DHHS OOC)
Semi-annually, the North Carolina Department of Health and Human Services Controller’s Office issues the “DHHS Records Retention and Disposition Schedule for Grants", which provides funding source and the State fiscal year the earliest date that records for the funding source may be destroyed.  All financial and programmatic records, supporting documents, statistical records, and other records pertinent to a Federal award must be retained in accordance with this schedule. 
(Note:  Refer to the DHHS Office of the Controller website for the memo, referenced schedule and records retention background). 

Department of Cultural Resources - State Records Center (SRC)  

The NC Department of Cultural Resources, Division of Archives and History, has the statutory responsibility to work with state agencies to develop workable schedules for the retention and disposition of records of all kinds, and the economical and efficient management of public records.  The SRC promotes efficient records management through training and development of retention guidelines for public agencies; it also provides storage for inactive and semi-active public records. 
(For more information on contacts, operations and up-to-date versions of the Handbook and forms, visit the Government Records Branch of North Carolina.)
Creating a Records Retention Schedule 

Each records retention and disposition schedule contains a description of the records maintained with instructions for their retention and disposition.  Programs without an approved records retention and disposition schedule in place, must contact the DPH Records Officer for assistance and complete the “Public Records Series Listing” form (GRB-99S).  Approval of schedules must be obtained from the following:


1) NC Secretary of the Department of Cultural Resources (DCR), 


2) NC Director of the Division of Historical Resources (DHR); 


3) DPH Records Officer 

Note:  If a legal requirement or a federal or state statute requires records retained longer than specified in the retention schedule(s), the longer period is applied.  Retain the records for the longest applicable period.  All provisions of an approved schedule remains in effect until the schedule is officially amended or updated; therefore, all retention schedules are to reflect the longer period.  Errors and omissions do not invalidate the schedule or render it obsolete, as long as the schedule remains in effect.  Destruction or disposal of records in accordance with its provisions shall be deemed to meet the provisions of G.S. §121-5(b).

(Refer to the Government Records Branch of North Carolina for guidelines and forms.)
Changing the Schedule
The Program Manager should annually review the program’s records and retention schedule to ensure the schedule is current at all times.  If a schedule requires changes (i.e., adding, deleting or revising) the “Public Records Series Listing” form (GRB-99S) must be completed and sent to the Government Records Branch, Office of Archives and History.    

(Refer to the Government Records Branch of North Carolina for guidelines and forms.)
How to Transfer Records

Some items in Program Schedules may indicate that inactive records will be transferred to the SRC for storage.  Check your program’s records and retention schedule to verify the records for transfer.  Contact the SRC (919/807-7370) for boxes and labels.  The SRC will complete the “Records Transfer Request Form” (GRB-RC2) and forward the number of boxes and labels. 
NOTE:  Only records packed in the Records Center boxes will be accepted for storage at the SRC.  Agencies boxes will be returned or require pickup if they do not comply with the SRC instructions.

(The State Records Center Handbook provides in-depth detail on how to box records for records transfer, supply charges/fees and instructions.)
Reference and Retrieval Services   

If you have a need to access records stored at the SRC, the following guidelines describe the process to follow.
Priority or Emergency Requests 
For priority or emergency requests, complete a “Records Retrieval Form” (GRB RC14) and bring it in person to the, SRC office at 215 North Blount Street (across from the Governor’s Mansion).  SRC staff will fill the request as soon as possible. 
Routine Requests
Complete the “Records Retrieval Form” (GRB-RC14) for records previously transferred to the States Record Center (or one of the off-site storage facilities) and forward by one of the following methods: 

Interoffice Mail 


U.S. Postal Service 


4615 Mail Service Center, Raleigh, NC 27699-4615 


State Courier 



Courier Service No. 51-81-20 


FAX 




(919) 715-3627 


E-mail (general address) 


mailto:records@ncmail.net

Hand delivery 



215 North Blount Street, Raleigh, NC 
(Note:  For forms, reference materials, box charges/supply fees, other services, please refer to the State Records Center Handbook.)
Out-of-town agencies requests may be filled out and returned by either Mail Service Center/Interoffice or the U.S. Postal Service.  Records may only be obtained by the creating agency.  Out-of-town agencies requesting State Courier Service must be aware there is no systematic tracking of items sent via courier.  Notate on the form if a member of staff intends to visit the SRC office to view records. 

In-town agencies (within the Raleigh city limits) who request files will be notified when the requested files are ready for personal pickup.  Only the person requesting the files or designee will be allowed to pickup files.  All visitors coming to pickup records must register with the receptionist in the lobby and show a valid state agency ID badge. 
Records Research Visits (Non-Emergency Requests) 
Visitors wishing to use records stored in the State Records Center must call in advance, (so the records can be located and ready for use upon the researcher’s arrival).  If the researcher is not an employee of the agency that created the records, the researcher must receive written permission from the agency allowing the use of the files.  All research requests without written permission from the creating agency will be denied.  This written permission must include all information needed to retrieve the materials, and the agency should complete a “Records Retrieval Form”, (GRB-RC14) for the records series in question. 
Note: Visitors must bring their permission letter and a completed RC-14 form with them when conducting research at the SRC. 
Authorized Destruction of Records 
No unscheduled records in an agency’s custody can be destroyed without a completed “Request and Approval of Unscheduled Records”, form (GRB-RC5).  This form is to be completed by the program and approved by the staff of the Government Records Branch.  Records stored in the SRC remain in the legal custody of the creating agency; and may not be destroyed until the creating agency concurs with the destruction by signing a “NC Notice of Destruction of Records” form (GRB-RC23X).  The “NC Notice of Destruction of Records” form is computer generated by SRC and sent to agencies on a quarterly basis, as specific records become eligible for destruction (based on the program’s approved records schedule instructions).
(Note:  For forms, please refer to State Agency Records.)
Destruction of Public Records 
Divisions must destroy records in their custody after the retention periods in the appropriate schedules have been fulfilled.  However, coordination with the DHHS OOC’s is mandatory since records retention requirements may have been extended due to amended federal expenditure reports, pending/open audits or litigation. No further approval from or reference to the NCDCR is required. The SRC staff will destroy records eligible for destruction at the NC SRC after receiving written authorization from the applicable division on a “NC Notice of Destruction of Records” (form RC-23X).  Prior to providing the records center with written authorization, written clearance from the DHHS OOC’s for the reason stated above must be obtained.  Only records specified in the division’s retention schedule are to be destroyed.  The SRC will notify the division/office records retention officer when records are eligible for transfer or destruction.  The records eligible for destruction is listed on the “NC Notice of Destruction of Records” (form RC-23X).  
Destroy non-confidential records by placing them in the trash or recycling bins. Burn, shred or bury sensitive or confidential records eligible for destruction.
Destruction of Original Records That Have Been Duplicated 
Original records that have been duplicated on microfilm, microfiche, or other form may be destroyed prior to the specified retention period and with specific approval from the NC Department of Cultural Resources, provided they meet the following three (3) conditions: 
1. The duplicate copy of the information contained in the original record is maintained for an approved specified time established in the records retention schedules approved by the NC Department of Cultural Resources.

2. The original records have not been scheduled for permanent preservation.

3. The proper officials have agreed to the destruction of the original records and the destruction is recorded in a permanent record such as a records destruction register.

Early Disposal of Records 

Divisions desiring to dispose of public records earlier than specified in their schedule must request in writing, the concurrence of the NC Department of Cultural Resources as required by G.S. §121-5.  

Request should be a written application and mailed to the:


NC Government Records Branch


Office of Archives and History


Department of Cultural Resources


4615 Mail Service Center


Raleigh, NC  27699-4615

The request should include the title of the records, the inclusive dates of the records, the volume of the records expressed in inches and the justification or reason for requesting the action.  The request should include a statement certifying that the records have no further official use or administrative value to the office.  The NC DHHS Records Officer in the Office of the Controller must approve all requests for early disposal and the request must meet the minimum state and federal retention requirements.

Destruction of Electronic Mail, Machine Readable Records and Computer Applications Video tapes, audio tapes and electronic data/word processing records (tapes, disks, input/output records, etc.) are public records and are governed by G.S. §121-5.  Media records not listed in the records retention and disposition schedule above may not be erased or destroyed without the concurrence of the NCDCR. 
Information Technology (IT) may operate the computer applications, but record ownership rests with the DPH program creating the records.  The program creating the records shall establish and maintain a schedule for records management, which IT will execute.  Any records owned by IT that are not addressed in the General Schedule or DPH’s schedule must be included in the IT Records Retention Schedule.  

The content of electronic mail is a public record (according to G.S. 121-2 (8) and 132-1) and may not be disposed of, erased, or destroyed without specific guidance from the NCDCR.  Accordingly, e-mail should normally be retained or destroyed by following the provisions of either the division’s own program-specific records retention and disposition schedule or the NC General Schedule for State Agency Records.  These two (2) schedules will guide the filing of e-mail (whether in paper or electronic format) within existing records series, and the handling according to the disposition instructions assigned to each such records series.  If retained in paper form, the copies must retain transmission and receipt data.  If e-mail is retained in electronic form, NC DPH Records Officer needs to insure that their electronic environment (i.e., client server, mainframe computer in or outside their agency, or office personal computer) assures the retention of e-mail for the required time.
Destruction of Records Not Listed in a Schedule 

Authorization shall be secured for destruction of records not listed in a schedule and may be obtained by submitting the “Request Approval for Destruction of Unscheduled Records” (form GRB-RC5,) to the DPH Records Officer for written approval to proceed, prior to forwarding the request to the NC Department of Cultural Resources.  Authorization for one-time destruction of an accumulation of an unscheduled or discontinued records series should be referred to the NC Department of Cultural Resources. 
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